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Abstract
Currently, there is no equivalent of AB testing for economy-based mechanism design encoded in
smart contracts (or otherwise). In this paper, I propose a solution for simulating such systems
prior to deployment for real-world use. Reinforcement Learning (RL) agents are trained to
test mechanism design under conditions similar to what is expected after deployment into
widespread adoption. It can be used for testing the incentive structure being generated,
discovery of failure modes, collusion between agents occurring both on- and off-chain.
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Motivation

Suppose, last night there was a street demonstration and one newspaper claims that 10,000 people
took part, another that it was 100,000. A true value exists, yet there is no reliable way of discovering it apart from working hard on analysing several possibly biased and inaccurate sources.
Additionally, the person or entity doing the research, has to themselves be trustworthy, unbiased
and accurate. One possible alternative approach is to use prediction markets.
Imagine a plugin that works silently in your web browser and provides reliable, unbiased validation of any piece of news or information you come across. What one experiences is browsing a
truth-augmented Internet, one where every fact is validated and every source is accompanied by a
score reflecting how reliable they have been in the past. Most importantly, however, nobody owns it
but rather it is collectively run by a group of users who are guaranteed to act in good faith. Being
a bad actor is expensive and is not sustainable in the long run.
How to achieve that?
The task is to design an incentive mechanism such that the dominant strategy is to make the
best guess at the true value rather than try to guess how the majority will vote, not participate at
all or perform any form of dishonest behaviour. While this sounds like a very difficult task, there
are several possibilities one has at their disposal: pay-off system that rewards voting with majority,
reputation system that penalises following the crowd, favours 51% majority to 99% majority, and
many others. Pay-off and reputation systems are hyperparameters of the design that one wants to
tune. What makes the task even more challenging is the impossibility of reliably testing it.
Incentivai takes a step towards the solution by proposing to use AI agents to simulate how people
would behave in the real world.
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Problem statement

Economy-based mechanisms implement financial incentives aimed at encouraging desired behaviours.
Examples include prediction markets[1, 2, 3], proof of stake consensus protocols[4], public-content
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platforms[5], blind oracles 1 or decentralised reputation systems. Many of them can be implemented
in a decentralised manner using blockchain technology. It could potentially also be used for testing various cryptoeconomic protocols like sharding[6], plasma[7], state channels[8], Truebit[9] or
decentralised exchanges[10]. To the best of my knowledge, limited amount of mechanism design
testing is currently being done prior to deployment of such systems. Such testing would include
(and not be limited to):
1. Testing if correct incentives are being created (e.g. is honest participation beneficial? )
2. Preventing ways of benefiting from acting against the mechanism (e.g. are users incentivised
to influence other users by offerring bribes? )
3. Discouraging collusion and centralisation of power (e.g. are users incentivised to act independently or delegate their vote to a centralised pool?
The above list is inexhaustive and should be expanded to touch on several issues that can be
characterised as known unknowns as well as unknown unknowns. The key observation is that the
possibility of their occurrence can, by definition, never be proved or disproved. Formal verification
approaches, while applicable to testing smart contract logic[14, 15, 16], can provide no guarantees.
Users can never be prevented from freely acting and cooperating in unexpected ways both on- and
off-chain. This essentially makes the rule set infinite and makes any formal verification impossible.
Smart contract mechanism design[11, 12, 13] should, apart from considering a list of known attack
vectors and dishonest behaviours, consider the following:
1. Discussion of the extent to which the list is exhaustive
2. Justification of particular design decisions made in terms of their optimality
3. Robustness to potential unknown failure modes
4. Robustness in high-stress scenarios
• high transaction volume and value
• possible external incentives for users to destabilise the system
• increased potential gain from successfully attacking the system
5. Robustness to deviations from rational behaviour (see section 6)
Incentivai, or any other testing system, will never be able to rule out all possible failure modes
and guarantee correct incentive structures. What it can do, however, is discover a lot about both
of those for any economy-based smart contract with no risk and prior to its deployment. As of
mid-February 2018 almost 15,0002 verified smart contracts alone have already been deployed to
just the Ethereum main network.
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The AB testing analogy

Web design can be thought of as a machine learning problem. Historical data can be split temporaly into a training and test set. All design decisions can be abstracted away into a set of
hyperparameters that need to be optimised to maximise objective functions such as click-through
rate or ad revenue. Finally, effects of feedback loops and data non-stationarity can be mitigated
by use of controlled experiments such as AB testing.
One could attempt to use a similar framework for smart contract mechanism design problem.
Historical data could be gathered after it is deployed to a test or real network. Mechanism design
could be expressed as a set of tunable hyperparameters. Modular smart contract design could
make it de facto modifiable[17].
However, the AB testing analogy breaks down for several important reasons:
1 Blind oracle is a term I use to describe prediction markets for data for which a true value exists however does
not become available in future. Example: number of people who took part in a street protest as described in the
Motivation section.
2 https://etherscan.io/contractsVerified
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1. Testing iterations would be extremely time-consuming and expensive
2. Initial failures would discourage users from future participation
3. Most importantly, all code running on a blockchain is necessarily public and users are not
only aware of the testing itself but also of the particular flavour of the contract they are
interacting with. That in my view changes their behaviour in a way that cannot be neglected
and any insights would not be relevant to a later scenario when the contract is released for
full use never to be altered. Actions of keenly volunteering early adopters are wildly different
from those of large groups of users with lots to gain and lots to lose.
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Incentivai structure

Figure 1: Incentivai: basic structure
The basic structure of the Incentivai system is similar to that of a typical Reinforcement Learning
system[18]. There is an environment and a number of agents. Agents are trained (e.g. using an
approach similar to [19]) to interact with the environment and optimise their specified objective
function. The goal is to observe the behaviour of trained agents and verify whether it is in line
with the idea behind the mechanism that was designed.

4.1

Environment representation customisation

One the challenges of building a system like Incentivai is to accurately represent the way users
would interact with the mechanism in the real world in a way that can be leveraged by RL algorithms.
Let us take a simple example of a Vickrey auction[20]. In this case, the state could be represented by a single scalar number - user’s private valuation. Action space could be discretised into
a number of bidding options.
A more complex representation would need to be used for the blind oracles mechanism described
in sections 1 and 2. As a starting point, statistics of votes cast so far could be used as features
included in the state vector. A corresponding action space would contain bidding options (e.g.
True and False in a binary validation scenario) and possibly an option to abstain from bidding.
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Another step, could be a model of user’s private knowledge. Suppose the true value is 0 and
agents have an option to sample from their truth function which is N (µ, σ 2 ). Action space could
also be expanded by providing agents with an option to incur extra cost to reduce their private bias
µ or variance σ 2 . This could be a model of extra cost incurred by putting an effort into research.
Another option could be for agents to follow actions of other agents depending on their bias and
variance and subject to variable cost.
Further extension could be to allow agents to communicate and cooperate[21]. In that scenario, the
action space would be expanded to let them announce how they are planning to vote and possibly
the value of the bribe they are offerring. Anologously, state representation would be expanded to
make that information observable for all agents.

4.2

Smart contract environment representation

The above serves as a simple example of customisation that might be needed for many real world
scenarios to be adapted to the Incentivai framework. However, one very useful characteristic of
blockchain smart contracts (e.g. as implemented on the Ethereum blockchain[17]) is their fully
defined interface which can be readily translated into an RL action space (see section 8). In that
scenario, the state vector would represent the current state of deployed smart contracts and action
space their combined interfaces encoding how users can interact with them. State transition and
action cost implementation can and ought to be cloned exactly from how it is running on the public
blockchain. Well defined interface, structure and state transitions are one of the main reasons why
mechanisms implemented on a blockchain could reliably be tested using AI agents.
It needs to be noted, however, that the above approach does not take into account possible off-chain
interactions between agents. That needs to be modelled separately and translated into extensions
to state and action space representations (as in the simple example in section 4.1).

4.3

Objective function

Design of the objective function should be customised to the particular problem at hand, however
total net profit (individual or within a cooperating group of agents) should usually be a useful
starting point. Other possible objective functions could incorporate aiming at harming a particular
subgroup of users, arriving at false or biased results in a system like blind oracle (relative to the
truth function, see section 4.1) or rendering the system useless by preventing it from reaching its
goals or promoting an incentive structure that is wildly incompatible with what was intended.
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Experimental procedure

A typical experimental iteration in the Incentivai framework would involve the following steps:
1. Environment representation design
• state
• action space
• reward structure
• objective function
2. Training of agents’ policies
3. Quantitative and qualitative analysis of trained agents’ behaviour in the environment
4. Refinement of representation design (back to step 1)
The above iterative procedure should generate a number of insights regarding possible failure modes
as well as behaviour observed as a result of the incentive structure.
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Behavioural analysis

Perhaps people in the real world would not necessarily behave in the same way as trained AI agents?
Excellent remark.
Indeed, the above design and analysis are valid under the rational agent assumption. The Incentivai system could follow the approach proposed in [23, 24] to model assumptions such as quantal
response or limited iterative strategic reasoning. That would essentially add an extra modeling
layer which allows for relaxing the rational agent assumption:

Figure 2: Incentivai: structure including behavioural model
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Deep Reinforcement Learning research challenges

Deep Reinforcement Learning is an active field of research and work on the Incentivai project
will need to go hand in hand with its cutting edge developments. A particularly important and
challenging aspect is the correct choice of state and action space representation. It needs to both
capture all the aspects of the mechanism at test but also aid agent learning. This is an active area
of research, development and experimentation within the Incentivai project.
As suggested in [25, 26], other approaches such as supervised learning or Monte Carlo tree search
could replace RL in certain scenarios.
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Further developments

This concept paper presents a high-level overview of basic ideas behind Incentivai - the system for
testing smart contract mechanism design by means of simulation using RL agents. As development
progresses and more mechanisms get tested, more generic solutions and universal best practices
will be developed (for best practices relating to RL, see [27, 28, 29, 30, 31, 32]). Crucially, that
should facilitate growth of Incentivai as an ecosystem of components that can be reused across
projects.
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One necessary component of future work is compilers that translate most popular smart contract languages (e.g. Solidity3 ) directly into an Incentivai-compatible representation. The basic
idea would be to map internal states and interfaces of smart contracts to state and action space
representations, respectively.
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Conclusion

Economy-based smart contracts are an essential component of any blockchain ecosystem and beyond. In author’s opinion, they have great potential of social impact as exemplified in section 1.
One of the many challenges on the path towards widespread adoption of such systems is understanding and trust of the global population. Cases when trust was lost due to human error
are not unheard of 4 . Errors in mechanism design are particularly difficult to predict, model and
guard against yet no less dangerous than security vulnerabilities.
Incentivai is taking a step towards answering questions such as is there a beneficial way to cheat?
or what is the true incentive structure? more robustly. In my view, doing so is necessary to make
reasonable attempts at deploying systems such as blind oracle on public blockchain.
Finally, perhaps somewhere down the line, Incentivai could be used to provide insights into other,
much more open-ended and underdefined incentive systems such as supermarket clubcards, promotion points and extra offers, all the way to election systems or state policies.
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